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THREE YEARS after 
buying the Barbados 
National Bank (BNB) 
for $139 million, Re-
public Bank says the 
local investment is a 
"very special success 
story".   

The compliment has 
come from none other 
than chairman of Re-
public Bank, Ronald 
Harford, who recently 
brought a team of di-
rectors from Trinidad 
and Tobago to plan 
strategy for the group 
and see first-hand how 

BNB and the Barba-
dos economy oper-
ated.   

In an interview with 
the SUNDAY SUN 
from his Port-of-Spain 
office, Harford said 
BNB had performed 
beyond expectations 
and was the top bank 
among the Caribbean 
acquisitions of Repub-
lic.   

The directors' retreat, 
he explained, was not 
only about the Barba-
dos operations but it 

featured significantly.   

"We have board mem-
bers that had not seen 
the operations and the 
Barbados economy is 
much different to Trini-
dad's. The property 
prices particularly on 
your West Coast and 
so on are particularly 
higher.   

"You have a board that 
is accustomed to see-
ing prices at 'X' and 
when prices at 'XXXX' 
arrive they look at it   

                Continue on page 10 
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CAIB MISSION STATEMENT 

The Mission of the Caribbean Association of Indigenous Banks Inc. is to 
facilitate the growth and development of indigenous financial institu-
tions through the provision of advocacy, support services and a plat-
form for networking, and by being efficient, well resourced and finan-
cially sustainable.  

CAIB VISION 
Caribbean Association of Indigenous Banks Inc. will be the focal point 
for networking among financial institutions in the region, a respected 
voice and effective advocate for indigenous financial institutions, the 
organization of choice for member support and services.  

The CAIB ANTHEM  

WE STAND AS ONE  

WE SING ONE  SONG 

AND SHARE ONE DREAM 

WITH HIGH ESTEEM 

NO DARKENED PAST CAN SHADOW OUR FUTURE 

WE SEE ONE LIGHT, A LIGHT THAT SHINES FOREVER. 
FROM DIFFERENT PARTS WE CAME  

THE STORIES ALL THE SAME 

WE STAND AS ONE  

WE SING ONE  SONG. 

Mark Your Calendars!!!! 
Caribbean Association of Audit Committee Members Inc  

Organizational Meeting/Information Session  
and Inaugural Conference  

Audit Committees: Fostering Investor Confidence

 

26 to 27 June 2006 
Bay Gardens Hotel  

Saint Lucia       

Caribbean Association of Indigenous Banks Inc 
33rd Annual General Meeting & Conference  

Growth, Profitability & Regulation: The Imperatives

 

12 to 15 November 2006 
Trinidad Hilton 

Trinidad & Tobago 



VIEWPOINT 

"We've discovered a prob-
lem with your account," 
warns an e-mail claiming 
to come from your bank. 
"We need you to verify 
your information."   

Almost everybody with  
e-mail has received a mes-
sage like this from a con-
artist trying to access a 
bank account. Most people 
don't fall for them, but 
enough take the bait to 
make "phishing" a lucrative 
criminal enterprise. The 
cons keep getting sneak-
ier, at a high cost to banks, 
which compensate cus-
tomers for money illegally 
taken from their accounts.   

Our enemy used to be 
teenagers doing this for 
fun," said Mikko Hyppo-
nen, a security expert with 
F-Secure Corp. in Helsinki, 
Finland.  "Today it's more 
guys who do it for a living. 
A virus written by a 15-
year-old in his basement is 
not that hard for us profes-
sionals to crack. But if it's 
done by a group of unem-
ployed Russian program-
mers ..... they get  pretty 
tricky."   

SAFETY MEASURES 
THAT ARE UNDER CON-
SIDERATION  

By the end of 2006, all 

U.S. banks must implement 
some form of multifactor 
authentication to tighten 
online security. According 
to the American Bankers 
Association, here are some 
things banks might do:     

Computer fingerprinting: 
Identifies user by computer, 
as well as password. If a 
user tries a different com-
puter, the bank will ask 
questions to make sure the 
user is the bank's real cus-
tomer.     

Hardware tokens: These 
display a random series of 
numbers, for the user to 
type at the bank site along 
with the account number.     

Picture recognition: Cus-
tomers select a unique pic-
ture and get used to seeing 
that picture on their online 
banking Web site. If the 
picture is missing, the site 
is phony     

Biometrics: Uses a body 
part, such as a thumbprint 
or iris scan. This type of 
security is more expensive 
than other types, but could 
be used for employees who 
move large amounts of 
money.   

Badly spelled, crude-
looking e-mails are being 
replaced by official-looking 

documents. Clicking on a 
fraudster's link can install spy-
ware on an individual's com-
puter to grab personal infor-
mation when she logs into her 
account. Crooks infect com-
puters so that a customer 
goes to a phony online bank 
site, and gives his information 
to a thief, who then can use it 
to access a real account.   

 "The level of sophistication is 
much higher than it's ever 
been" said Dave Cullinane, 
international president of the 
Information Systems Security 
Association.   

To protect against online bank 
fraud, federal regulators have 
mandated that U.S. banks 
have to move to a form of 
multifactor authentication for 
the country's 40 million online 
accounts by the end of the 
year. Sometimes, this will re-
quire customers to take an 
extra step to access their ac-
counts, but sometimes the ex-
tra check will be only visible to 
the bank.  

"What all banks must do by 
the end of the year is beef up 
beyond just a password," said 
John Hall, a spokesman for 
the American Bankers Asso-
ciation.   

Multifactor authentication                         
                     Continue on page 5 
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VIEWPOINT 

Continued from page 4  

sounds more complicated 
than it is -- people do it 
everyday when they take 
out money from an ATM. It 
simply involves using 
something you know, like 
your personal identification 
number, and something 
you have, like your debit 
card.   

Multifactor authentication 
might involve computer 
fingerprinting systems. 
These capture serial num-
bers of computer parts, 
such as the hard drive. 
Whenever a customer con-
nects to a bank's Web site, 
the bank's online system 
recognizes the computer 
by its "fingerprint," and the 
customer can log in with 
just a password.    

If the customer does most  
online banking from one 
computer, the system will 
establish that computer as 
the authorized one -- the 
computer is  something 
you have," like the ATM 
card, to go with the "some-
thing you know," like an 
account number. But if the 
user tries to log on from a 
different computer, the site 
will take the customer 
through a tighter sign-in 
process by asking an es-
tablished challenge ques-
tion like "What was your 

high school mascot?" An-
other, more expensive 
method would be a token -- 
a small disk that users 
keep with them. A screen 
on the disk receives via ra-
dio waves a randomly gen-
erated series of numbers, 
which change every 30 to 
60 seconds. Users must 
enter the number displayed 
on the device in addition to 
their user name and pass-
word. E-Trade is using this 
method for its customers, 
but it has an inconvenience 
factor outside of the ex-
pense, Cullinane said.   

"What if you're in France, 
and you find you left your 
token at home?" asked 
Cullinane, who's also chief 
information security officer 
at Washington Mutual.   

The picture recognition 
method not only identifies 
the customer to the bank, 
but the bank to the cus-
tomer, which is even more 
important, said Hypponen. 
Customers enroll by select-
ing a unique image -- like a 
penguin -- that will always 
appear on their banking 
site.   

"You're used to seeing it 
there," Hypponen said. "If 
it's not there because 
you're at a phishing site, 
you will notice. How would 

the phisher know which pic-
ture you have?"   

Bank  of  America  uses a pic-
ture  identification  method 
called  "SiteKey."  Users pick 
one  of  thousands of images, 
write a brief phrase and select 
three challenge questions.   

Chase Bank, which has the 
biggest deposit share in the 
Chicago area and 5.03 million 
online customers, uses pass-
word  plus  ID  number  for 
online  accounts,  along with 
extra  security that customers 
don't  see,  according to 
spokesman  Tom Kelly. It's 
still doing research on what 
will be its additional authenti-
cation factor.   

Kelly said the bank wants 
things to be safe, but still easy 
for people to use.   

"You can build a castle with a 
moat around an online account, 
but people wouldn't use them," 
Kelly said.   

Cullinane advises online bank 
customers to install firewalls, 
and remember that if a bank 
really messed up your money, 
"they'd have probably tried to 
contact you by some method 
other than e-mail."   

(Source: Chicago Sun-Times

 

www. suntimes.com, May 29, 
2006 , by Mary Wisniewski Busi-
ness Reporter, mwiniewski 
@suntimes.com) 
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VIEWPOINT 

The increased focus on Cor-
porate Governance follow-
ing the demise of a number 
corporations in the United 
States of America, has had 
its impact on the Boards of 
Caribbean Corporations -
Corporate Caribbean .  In-

creasingly, as they become 
more knowledgeable, share-
holders are making de-
mands of directors in their 
role as watchdogs over cor-
porate governance activi-
ties. In the Caribbean, cor-
porate boards can expect 
increased scrutiny over their 
corporate governance activi-
ties, in particular, those of 
financial institutions.   
Boards that are in compli-
ance will be rewarded, as 
research has shown that 
there is a close nexus be-
tween corporate govern-
ance activities, macroeco-
nomic development, inves-
tor confidence and share-
holder value.  

Recent Corporate Govern-
ance Initiatives 
In the OECS, the Eastern 
Caribbean Central Bank 
(ECCB) has led the way 
with its proposed 
Guidelines on Corporate 

Governance for Institutions 
Licensed to Conduct Bank-
ing Business Under the 
Banking Act , the draft of 
which was issued for com-
ment during the latter part of 
this year.  

Regionally, the Caribbean 
Technical Working Group 
on Corporate Governance 

(CTWG) recently issued for 
comment, its Draft Corpo-
rate Governance Principles 
for Caribbean Countries .  
The Private Sector Organi-
sation of Jamaica has also 
issued its draft of a 
Proposed Code on Corpo-

rate Governance .  While the 
latter is based on The Com-
bined Code on Corporate 
Governance issued by the 
Financial Reporting Council 
(FRC) of the United King-
dom, the Draft Corporate 
Governance Principles for 
Caribbean Countries draws 
heavily from the OECD 
Principles of Corporate Gov-
ernance which was revised 
in April 2004.  On the inter-
national scene, in response 
to the latter revision, the 
Basel Committee on Bank-
ing Supervision, has issued 
a consultative document en-
titled, Enhancing Corporate 
Governance for Banking Or-
ganizations , comment for 
which is due by October 31, 
2005.  We can therefore ex-
pect some changes in the 
governance guidelines is-
sued by Central Banks in the 
Caribbean.  

The foregoing therefore indi-
cates that Corporate Gov-
ernance initiatives are very 
much alive in the Caribbean.  

Board Composition and 
Director Selection   
In discharging of its over-
sight responsibility in ensur-
ing that the interests of the 
company  its shareholders, 

and other stakeholders are 
served, increased focus will 
now be placed on the skills set 
of individuals being nominated 
for Board membership.  No 
longer will the fit and proper 
criteria which exist under most 
legislative regimes suffice.  

 Additional qualities such as 
knowledge of the industry in 
which the business operates, 
independence, knowledge of 
financial reporting (required for 
audit committee members) and 
risk management will rank high 
on the selection agenda.  In 
meeting its strategic objectives, 
increased consideration will be 
given to the formation of gov-
ernance/nominations commit-
tees; whose role will include the 
furtherance of Board diversity, 
the evaluation of the skills re-
quirement of the Board, and the 
making of recommendations for 
filling any gaps identified. This 
evaluation will be facilitated by 
a self assessment process, in 
which members are asked to 
identify the skills that they bring 

 this will be compared with the 
strategic needs of the Board.  
Too often, Board membership 
skills are not aligned with the 
strategic objectives of the Com-
pany.  A typical area is that of 
information technology (IT).  
We all know how heavily reliant 
financial institutions, for exam-
ple, are on IT. However it is 
membership includes the IT 
skills that are necessary for 
challenging management s 
questionable whether Board  
assertions regarding the strate-
gic IT needs of such institutions 
       
                     Continue on page 7 
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Continued from page 6  

Another area of considera-
tion will be the ability of 
members to commit the time 
necessary for ensuring ef-
fective Board performance.  
Increasingly, shareholders 
are requesting disclosure in 
annual reports regarding the 
frequency of meetings and 
the attendance by mem-
bers.  Prospective members 
will therefore be required to 
confirm in writing their ability 
to devote the time neces-
sary for effectively discharg-
ing their responsibilities.  
Members who are unable to 
meet the requirements will 
be asked to tender their res-
ignations. A high frequency 
of absenteeism at Board 
meetings cannot auger well 
for the optimal performance 
of the Board and therefore, 
the existence of the absen-
tee director will be a thing of 
the past.  

Compensation for  
Directors   
In light of the skills sets be-
ing demanding by Corpo-
rate Caribbean, it is ex-
pected that compensation 
for directors will be on the 
increase.  Let s face it; most 
directors on Corporate 
Boards in the Caribbean are 
underpaid, which in part ex-
plains the high absenteeism 
at meetings.  In many 
cases, one will agree that 
corporations do drive a very 
good bargain when the 
skills sets of directors are 
matched with the compen-

sation they obtain.  

 It is expected that identical 
compensation packages for 
directors will be a thing of 
the past and compensation 
will be tied to the roles and 
responsibilities undertaken 
by directors. In addition, eq-
uity compensation plans will 
be on the rise as many ar-
gue that it is a very effective 
way of aligning director s in-
terests with that of share-
holders.  In keeping with 
good governance practices, 
formal self evaluations will 
be expected from directors 
based on established crite-
ria, as a means of measur-
ing performance.  

Directors Education  
Director education ranks 
high in the governance prac-
tices adopted by most coun-
tries, as a means of helping 
directors fulfill their fiduciary 
obligations to the company.   
It is expected that compa-
nies will adopt quality Board 
education programs that are 
tailored to meet the needs of 
the institution.  Increased 
attention is expected to be 
placed in the areas of best 
practice in corporate govern-
ance, corporate risk man-
agement and financial re-
porting.  Directors must have 
the necessary knowledge to 
understand the risk expo-
sures facing the company as 
well as mitigation strategies 
that address the same.  
They must also possess the 
knowledge necessary to 

challenge the judgments and 
critical estimates that underlie 
the financial reports issued 
made by management.  It will 
be remembered that accounting 
failures played a large part in 
the demise of Enron  account-
ing for special purpose entities, 
revenue recognition and related 
party transactions.  

Achieving Compliance   
In most countries, Corporate 
Governance initiatives are not 
legislated  they merely provide 
guidelines.  In the United States 
of America, however, legislation 
is in place to enforce certain 
corporate governance activities, 
as reflected by the Sarbanes- 
Oxley (SOX) Act. It has been 
argued that the Caribbean 
should provide legislation on its 
equivalent of SOX.  In any 
event, material subsidiaries of 
SEC listed companies in the 
Caribbean, must comply with 
the requirements of the Act.  
With respect to indigenous Fi-
nancial Institutions in the Carib-
bean, it is expected that in-
creasing demands will be made 
by corresponding banks in ex-
change for their continued 
banking relationships, thus en-
forcing compliance.  

In short, to survive, most com-
panies will find that achieving 
compliance will not be an op-
tion, but an imperative.    

(Reprinted form Caribbean Account 
2005, Author Andrea Gaillard-St Rose 
FCIS, CFE, MBA, CGA, CA) 
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