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What is Governance & IT Governance?
Why is IT Governance important?
How does IT Governance help 
management?
How does IT audit fit?
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Committee of Sponsoring Organizations (http://www.coso.org)
Formed in 1985 to sponsor the National Commission on Fraudulent Financial 
Reporting, an independent private sector initiative which studied the causal 
factors that can lead to fraudulent financial reporting and developed 
recommendations for public companies and their independent auditors, for the 
SEC and other regulators, and for educational institutions.
The National Commission was jointly sponsored by five US professional 
associations: the American Accounting Association, the American Institute of 
Certified Public Accountants, Financial Executives International, The Institute of 
Internal Auditors, and the National Association of Accountants (now the Institute 
of Management Accountants). 
The Commission was wholly independent of each of the sponsoring 
organizations, and contained representatives from industry, public accounting, 
investment firms, and the New York Stock Exchange.
The Chairman of the National Commission was James C. Treadway, Jr., 
Executive Vice President and General Counsel, Paine Webber Incorporated and a 
former Commissioner of the U.S. Securities and Exchange Commission. (Hence, 
the popular name "Treadway Commission").

http://www.coso.org
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Monitoring: Internal control 
systems need to be monitored a 
process that assesses the quality of 
the system s performance over time
Information and 
Communication: Pertinent 
information must be identified, 
captured and communicated in a 
form and timeframe that supports all 
other control components
Control Activities: The policies and 
procedures that help ensure 
management directives are carried 
out 
Risk Assessment: Every entity 
faces a variety of risks from external 
and internal sources that must be 
assessed both at the entity and the 
activity level
Control Environment: The control 
environment sets the tone of an 
organization, influencing the control 
consciousness of its people

All 5 components must be in place and working for a control to be effective!!

© www.coso.org

http://www.coso.org
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COSO categories
Control environment
Risk assessment
Control activities
Information/communication
Monitoring

How do these apply to IT?



77

Gartner reports that 97% of material 
weaknesses in internal controls can be 
mitigated through IT.  American companies 
predict spending $27.3 billion on total 
compliance in 2006.  Seventy-three percent 
of large enterprises regularly experience 
application downtime due to application 
infrastructure failure.

IT Compliance Journal, Spring 2006
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Huge investments and large risks
Increasing dependence on information, systems and 
communications
Dependence on entities beyond the direct control of 
the enterprise; e.g., extranets and outsourcing 
Increasing impact of IT failures on reputation and 
enterprise value
Potential for technologies to dramatically change 
organizations and business practices, create new 
opportunities and reduce costs
Need to build and maintain knowledge essential to 
sustain and grow the business
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Expectations:
Deliver results in ever 
shortening timeframes
Deliver more functionality 
for less cost (usually 
including less resources)
Provide a better service 
while reducing operational 
costs
Keep everything under 
control in riskier 
environments 24x7
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Reality:
Executive Management don t always understand 
IT or its operation
Us versus Them attitude has led to breakdowns 
in teamwork and communications
IT find it difficult to prioritize  - everyone wants 
Class A service

Poor management reporting can hide good IT 
service
Poor client facing functions (service desk, user 
support, project mgt.) can ruin IT s reputation
IT infrastructure has become chaotic and 
fragmented
Little or no budgets for investment in 
underlying IT processes and resources




