“Are We Ready?”

A Mock Disaster Drill
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J Benefits of the Drill

e ASSess:
e Adeguacy of business recovery plans
e Hfectiveness of the crisisteam
e Ability to allocate resources and workforce
e Ability to work under stress
e Ability to handle customer requests

are you thinking what we're doing?



Mock Disaster Drill Participants

e Han Parravicino Senior VP Corporate & Hnancial
e JgnaHnancial Barbados
e Rchard Duncan Managing Director
e Grenada Cooperative Bank Grenada
e Hienne (harles Manager I/ S
e ABI Fnancial Group Antigua
e Sharon Christopher Deputy Chief — Executive Officer
e Hrst Atizens Bank, LTD Trinidad
e Carole Heuthere-h. Marie CMMB Country Manager
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Mock Disaster Drill Roles

e Rchard Duncan General Manager
e Han Parravicino VP of Operations
e Bienne (harles Manager I/ S

e Sharon Christopher  Chairman of the Board
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General Guideline

e You are a member of the executive team for a
Caribbean bank named DeeAster Bank.

e Asan executive team member your role isto
make the required executive decisionsto
navigate the bank through a major disaster
event.

e Take your role serious because your customers,
your customer’s customers, and employees are
depending on your decisions.
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m J DeeAster Bank Profile

e DeeAster Bank’s main office islocated on an
iIsland within the Caribbean region.

e The bank has 3 additional branch offices.
e DeeAster Bank has $275,000,000 USin assets.

e Atotal of 83 employees are employed at the
bank.

e All data processing for DeeAster Bank isdone
out of thelr main office location.
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DeeAster Bank Services

* Regular savings « SWIFT

» Checking accounts Transactions

» Certificate of (Wire Transfers)
Deposits * Telephone and

° :irst mortgage and in’[emet bank|ng
nome improvement  Visa Gift, Travel and
oans / lines of credit Credit Cards

« Consumer Loans « Branch Capture and

VPN Connectivity
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J DeeAster Bank Profile

e The bank has a back up power generator at the
main office only.

e Thereisaback up system located at one of the
branches but it has never been tested.

e The bank saysthey have a business continuity /
disaster recovery plan. However, know one has
seen it and the key playersare not sure what
their rolesare in this “Virtual Plan”.

e DeeAster Bank isa proud member of the CAIB.
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VL
m J General Guidelines

e \When your team needs something from a vendor,
supplier, agency, etc., you must make ask the
facilitator / audience?

e Note: Realize that thisisadisaster, and like areal
disaster everything that you want, or need may not
be available.

e Your team must derive their decisions and actions
based on the responsesto your request from the
facilitator.
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J General Guidelines

e You will be presented with updates, or
challenges on the disaster situation throughout
the drill that may alter the situation and impact
your decisions.

nere are no wrong decisions, so therefore make

your decisions quick and decisive.

e You will be requested to name 10 action items
per phase that will be required to get your bank
through this disaster event.
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Disaster Implementation Phases

Emergency
Management Phase

er gency
ent Phase

cate & Restore

Relocate & Restore
Phase

f Business

_ Operations
s & Functions

Recovery Phase

eturn to Normal Phase




Y
m J Group Assignment

e Listen asthe management team on the panel
determines what stepsto take duringthe
disaster.

e Use the sheets provided to document your
responsesto thisdisaster event:

e List the stepsyou feel are important from
your perspective If you were in thissituation
with your bank.
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T

.E'melr ge?gh Emergency
agemen ase
£ Management Phase

Identify the tasks that should occur during Comments
the Emergency Management Phase.
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-Izelocate& Restore

Identify the tasks that should occur
during the Relocate & Restore Phase.

The Relocate & Restore
Phase

Comments
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‘perations Recovery The Operations

Recovery Phase
Identify the tasks that should occur during the Comments
Operations Recovery Phase.
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T

-Rebuild and Return The Rebuild and Return
ormal Phase
To Normal Phase

Identify the tasks that should occur during Comments
the Rebuild / Return to Normal Phase.
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